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2017 is an important year for crime and security research 
at Cardiff University, marking as it does the tenth 
anniversary of the Universities’ Police Science Institute 
(UPSI) and twenty years since the setting up of the Cardiff 
Violence Prevention Model. But the world doesn’t stand 
still, and so in 2015 Cardiff University invested in the 
Crime and Security Research Institute, to build upon its 
past successes, and continue its track record of designing 
innovative approaches to help reduce crime and increase 
security.  

What both the Violence Prevention Model and UPSI 
evidence is the power of bringing academic expertise 
alongside policy-makers and practitioners to co-produce 
solutions to pressing practical problems.  This involves 
deeply collaborative work to co-define what the problem 
to be solved is, co-designing responses and co-delivering 
these. It was an approach embodied in the DNA of the 
Universities’ Police Science Institute, which when it was 
originally established was a unique partnership between 
Cardiff and South Wales Police. It has since been 
replicated by several other police forces and their local 
universities. 

The intent behind establishing a University Research 
Institute is to take a ‘whole university’ approach, involving 
academics from across the full range disciplines and 
backgrounds. So one of the key tasks of the core Institute 
research team has been working with external partners 
and stakeholders to help them grapple with a range of 
‘wicked problems’ and to  understand how research 
evidence and insights might be usefully applied. Coherent 
with this philosophy the operating model is that research 
should start with a focus upon the problems themselves, 
rather than from a set of concepts or methods associated 
with a particular disciplinary framework. As such, 
the Institute is engaged in both ‘problem-finding’ and 
‘problem-solving’ work. 

One indicator of how successful this approach has been 
is that in its first two years the Institute has secured 
over £2million in external funding – you can read about 
the details of some of the projects in the pages of this 
magazine. A second indicator of success is the diversity 
and range of strategic partners that the Institute has 
been working with such as UK police Counter-Terrorism 
Command; Defence Science and Technology Laboratories 
(Dstl); and US National Institute of Justice. A third, is 
the global reach of our work, members of the Institute 
team are currently working with colleagues on projects 
in the United States, Australia, Canada and South Asia, 
spanning a range of security challenges.

The Universities’ Police Science Institute (UPSI) was established in 2007 in 
partnership with South Wales Police to develop the research evidence base for 
the art, craft and science of policing. Since its inception it has secured in excess 
of £5million external funding from various policing and governmental agencies. 
Combining academic rigour with a strong focus upon policy and practice, it has 
achieved international renown for its innovations in designing, developing and 
assessing new solutions to policing problems. The Institute’s work ranges from 
‘problem-finding’ to ‘problem-solving’ across the full spectrum of policing.

The Violence Research Group (VRG) has helped bring about action to reduce 
violence at a global level. Through practical research on violence, leading clinical 
academics, working in collaboration with external partners and organisations, 
have helped to understand, monitor and alleviate the causes of violent behaviour. 
VRG research focusses on understanding the causes of violence and producing 
real-world applications to help prevent it. The group examines violence prevention 
initiatives, working with service providers to evaluate the effectiveness of 
interventions designed to reduce the psychological, social and economic 
impacts of violence and translating effective innovations into local, national and 
international policy and practice.

Research groups based in the School of Computer Science and Informatics bring 
together specialist expertise in data analytics, artificial intelligence, and signal 
processing. The Data and Knowledge Engineering research group (led by Prof Alun 
Preece) carries out fundamental research in areas such as distributed information 
management (important for sharing information between agencies), knowledge 
representation and reasoning (key to building computer systems that can 
collaborate with humans on decision-making processes), and machine learning 
(able to automatically build models for complex pattern recognition and prediction 
tasks). The Visual Computing research group (led by Prof Dave Marshall) 
specialises in computer vision, computer graphics (including data visualisation) 
and image and video processing.

The Universities’ Police Science Institute

Violence Research Group

Computer Science: Data and Knowledge  
Engineering / Visual Computing

www.upsi.org.uk

www.cardiff.ac.uk/violence-research-group

www.cardiff.ac.uk/computer-science/research

The Crime and 
Security Research 
Institute uses the 
existing expertise 
of three core  
multi-disciplinary 
research groups:

A particular growth point for the Institute’s work is in 
understanding how new technologies are transforming 
both crime and security risks, and the responses that 
public safety agencies deliver to these. For example, 
Cardiff is a key partner in the Distributed Analytics 
and Information Science International Technology 
Alliance (DAIS ITA) project, jointly funded by US and UK 
government up to $80M. Focused upon understanding 
how the Internet of Things and other sources of big data 
will transform intelligence work, the project involves a 
consortium of leading UK and US academic and industry 
organisations led by IBM, alongside academic and 
industry partners including Airbus Group, BAE Systems, 
Imperial College London, Raytheon/BBN Technologies, 
Stanford University, University of California at Los 
Angeles, University of Massachusetts at Amherst and Yale 
University.

A second major project in this area has been the OSCAR 
(Open Source Communications Analytics Research) 
Centre, which was funded by the Home Office, College 
of Policing and Higher Education Funding Council for 
England to examine how big data and social media are 
transforming policing. A unique feature of the approach 
developed was it involved academics working directly 
alongside police experts looking at investigative, 
intelligence and engagement work, across the full 
spectrum of police responsibilities from neighbourhood to 
national security. In a ground-breaking development this 
involved research being conducted on and contributing 
to live police operations. One outcome of which was the 
launching of a counter-terrorism operation based upon 
work conducted by members of the academic team.

Assessing the overall impact of 
the OSCAR Centre the UK national 
policing lead for ‘open source 
intelligence’ in counter-terrorism has 
said of the programme:

“One of the most important pieces of work 
was reviewing the ways of working with 
open source practitioners. This insight has 
allowed us to improve training programmes 
and change our thinking about how we hire 
staff…. OSCAR has saved the tax payer 
significant money assisting us in these 
areas.”

About Us Research Groups
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News

Crime and Security Research 
Institute Seminar Series: Police 
Ethnography in Latin America 

Visiting Fellow Dr Rafael Da Silveira (FGV’s São 
Paulo School of Business Administration) will give 
an overview of 4 years ethnographic fieldwork 
among police detectives in São Paulo. His work 
draws on observed activities in police stations as 
well as specialized units on homicide, kidnapping 
and specialized patrol. In the presentation Dr Da 
Silveira will discuss the challenges of being a police 
detective in a crime dominated region with special 
attention to issues of labelling, identity and the use 
of social media. 

Date/Time: 12:00-14:00, Wed 20-Sep-2017

Location: Crime & Security Research Institute Level 2, 
Friary House, Greyfriars Rd, Cardiff, CF10 3AE

Booking Info / Links: Available by e-mail from: 
crimeandsecurity@cardiff.ac.uk

Violence Research Group:  
Modelling Violence Injury 

Date/Time: 12:00-14:00, Thu 12-Oct-2017

Location: Room 2.13, Friary House,  
Greyfriar’s Road, CF10 3AE 

Booking Info / Links: No booking required

Emergent Technologies: The 
Transnational Challenge to Security 
and Justice

Two day workshop jointly organised by the Cardiff 
Centre for Crime, Law and Justice and the Cardiff 
Centre of Law and Society. It will examine the current 
and likely future impact of emergent technologies 
on the organisation and prevention of key security 
threats and on legal process and practice. The focus 
will be technologies with the potential to disrupt 
established routines and licit markets such as 
mobile internet (smart phones and social networking 
services), ‘big data’, the rise of autonomous vehicles 
(such as drones for surveillance and counter-
surveillance), advanced robotics and 3-D printing. 

Date: Thu 30-Nov to Fri 1-Dec-2017

Location: School of Social Sciences, Glamorgan 
Building, Committee Rooms

Booking Info / Links: Available by e-mail from Dr Adam 
Edwards: edwardsa2@cardiff.ac.uk 

Neighbourhood Policing:  
The Rise and Fall of a Policing Model
Researchers from the Universities’ Police Science Institute have 
been commissioned by Oxford University Press to publish a book 
on Neighbourhood Policing as part of the Clarendon Studies 
in Criminology series. The book will provide one of the most 
comprehensive and systematic accounts of a community policing 
programme, based upon UPSI’s unique ten-year dataset; using 
empirical evidence and real-life descriptions to illustrate and 
illuminate new ideas around policing and communities and how local 
delivery of neighbourhood policing services connects to a range of 
wider issues and concerns. 

Neighbourhood Policing: The Rise and Fall of a Policing Model will be 
published in hardback and is due for release in August 2018.

Community Gateway: Safer 
Grangetown
Members of the CSRI team recently ran a focus group 
at the Grange Pavilion as part of the Grangetown 
Community Gateway project, under the theme of 
‘Safer Grangetown.’

The aim of the focus group was to engage with 
those living and working in Grangetown to discuss 
what they feel are the key crime and disorder issues 
affecting their local neighbourhood. Participants were 
encouraged to talk about issues impacting on their 
sense of community safety and were asked to plot on 
a map where these issues are located.

The project utilises the Universities’ Police Science 
Institute’s innovative community intelligence tool 
‘SENSOR’ which is a is a tablet based data capture 
application that allows users to identify and target 
the issues that have a disproportionate impact upon 
neighbourhood security. SENSOR builds on CSRI 
Director Martin Innes’ ‘Signal Crimes’ theory which 
finds that the public’s sense of being ‘at risk’ of crime 

is not determined solely by the ‘volume’ of offending 
in an area, but also the ‘impact’ that single incidents 
have upon their collective risk perceptions and 
ultimately how they think, feel and act.

The data will be analysed by researchers from the 
Crime and Security Research Institute and a summary 
report produced for the Grangetown Community 
Gateway project team to share with local residents in 
order to inform future discussions with local partners.

European Society of Criminology 
Annual Conference, Cardiff
Cardiff University’s School of Social Sciences are proudly 
hosting the 2017 European Society of Criminology Annual 
Conference. The overall theme of the event is Challenging 
‘Crime’ and ‘Crime Control’ in Contemporary Europe and will 
explore four key challenges: the rise of intolerances; changes 
in technologies; global terrorism and the impact of austerity 
on crime. 

The conference is chaired by CSRI Fellow Prof Mike Levi, and 
researchers from the Institute will be presenting findings from 
recent research studies in the areas of counter-terrorism, 
open source data analytics, policing, behavioural crime 
prevention and social control.

More information and a full programme can be found at: 
www.eurocrim2017.com 

CSRI Fellow Wins Prestigious Award from British Academy 
CSRI Fellow Dr Huw Bennett, who is a Reader in 
International Relations at Cardiff University, has been 
awarded a prestigious British Academy for the Humanities 
and Social Sciences Mid-Career Fellowship. Dr Bennett 
will receive grant funding in excess of £100k to complete 
a study on The British Army’s War in Northern Ireland, 
1966 – 1979 which will be published as a monograph by 
Cambridge University Press.  

The project, which builds on research funded by CSRI’s 
Academic Fellowship Funding scheme, aims to clarify 
how military strategy was created and changed in 
Northern Ireland, from 1966 to 1979. Findings will be 

aimed at wider audiences: the general public (to improve 
understanding of the conflict), lawyers in Northern Ireland 
dealing with the past (to aid the peace process), and 
the armed forces (to enhance doctrine and professional 
education).

First Annual Fall Meeting  
of DAIS ITA
The CSRI team will join other DAIS ITA partners from 
the UK and US in London in late September for the 
first annual programme meeting, showcasing initial 
research results including software demonstrations.

Events
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News

Cognitive Assistance in 
Government and Public Sector 
Applications
Prof Alun Preece will speak at the Fall 
Symposium on “Cognitive Assistance in 
Government and Public Sector Applications” 
hosted by the Association for the Advancement 
of Artificial Intelligence (AAAI) in Washington DC 
in November.

Jonathan Shepherd to Deliver Maxx 
Glatt Memorial Lecture
The 2017 Max Glatt memorial lecturer will be delivered 
by CSRI Co-Director Prof Jonathan Shepherd who is 
recognised for his ground-breaking career linking data 
from Accident and Emergency departments to other 
sectors in order to prevent alcohol-related harm. This 
historic symposium takes place on 15th November 
2017, on the 50th anniversary of the Medical Council 
on Alcohol, at BMA house in London.

Economic Analysis of the Cardiff 
Model
Prof Jonathan Shepherd will deliver the keynote 
address to the 9th Transatlantic Workshop on the 
Economics of Crime, presenting an economic analysis 
of the Cardiff Model. The event, which brings together 
researchers working on the empirical and theoretical 
analysis of crime and illegal behaviour from both 
sides of the Atlantic, takes place at the University of 
Pennsylvania in Philadelphia on the 6-7th October.  

Facial Recognition 
The Universities’ Police Science Institute have been 
commissioned by South Wales Police to conduct 
a review of the application of facial recognition 
technology during large-scale events. South Wales 
Police were the first force in the UK to use this brand-
new innovative technology out in the field at the UEFA 
Champions League Finals held recently in Cardiff. The 
technology can be used to search, scan and monitor 
images and video of suspects against offender 
databases, leading to the faster and more accurate 
identification of persons of interest. 

A Decade of Community Intelligence Gathering

As the Universities’ Police Science 
Institute marks its 10th anniversary, 
its longest standing collaborative 
research programme also enters 
its second decade. UPSI have been 
working in partnership with the 
Safer Sutton Partnership Service 
in London since 2007, helping to 
conduct an annual public perception 
and community intelligence gathering 
exercise using their bespoke CAPI 
software, SENSOR. Each year, local 
Metropolitan Police Service officers 

and PCSOs conduct 600 face-to-
face interviews with members of 
the community across the London 
Borough of Sutton’s 18 wards. Using 
SENSOR’s map-based interview 
instrument, they collect detailed data 
on the occurrence and impact of 
crime and disorder in the Borough. 
The data is then analysed by UPSI 
researchers using the principles 
behind the Signal Crimes perspective.  
With 10 years’ data now available, 
a sophisticated picture of the key 

drivers of insecurity in the Borough 
has developed. By comparing and 
contrasting the most recent data 
with that from previous years, the 
analysis affords a more detailed 
understanding of what problems 
are generative of neighbourhood 
insecurity in different areas, how 
the profile of concerns is shifting 
and which issues are proving most 
difficult for community safety 
partners to impact upon. 

Student Research Apprenticeships 

It’s one thing to write the perfect essay, but another 
to handle the trials and tribulations of doing research 
in the real world!  One of the things we’ve been 
working on is finding ways to give talented and 
motivated students the opportunity to move out 
of the classroom and into our work environment.  
The world and work of an academic researcher 
has changed markedly over the last twenty years. 
Collaboration and research impact are high on the 
agenda, but learning what this means in practice is 
ill-suited to a lecture theatre. 

To give potential researchers of the future a taster of 
this career, selected students join our experienced 
research team twice each year.  This can be for up 
to three months as part of a second year ‘Working 
Knowledge’ module, or during the summer on a 

funded CUROP placement up to eight weeks.   Both 
pathways provide unique opportunities for students 
to get a rounded, hands-on experience of conducting 
and reporting research with others. For example, one 
of our students worked on coding social media data 
in the aftermath of a terrorist attack.  Another was 
part of a team conducting fieldwork in London for the 
Metropolitan Police.

At the end of their time with us, our apprentices tell 
us that they have gained a clear-eyed view of a busy, 
demanding research environment and valuable job 
experience for whatever they decide to do next. This 
innovative approach seems to be working in helping 
to inspire and engage: two of our former apprentices 
are currently studying for doctorates and one joined 
the team after graduating! 
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‘Open source communications’ are defined as publicly 
available data, often (although not exclusively) derived from 
social media. Police, along with many other public service 
agencies and commercial organisations, are increasingly 
looking at how collecting, analysing and interpreting such 
materials can inform their organisational strategies and 
behaviours. Included within such development work are how 
these new forms of data are inducing new legal, ethical and 
regulatory challenges in terms of appropriate use. There is, 
it is argued, a unique police position on the role and value of 
open source communications data that needs to be worked 
out, reflecting the particular institutional mission of the police 
and the operational principles associated with the UK police 
tradition. As such, how police seek to engage with and use 
open source differs in important respect from the approaches 
of intelligence agencies. Open source also has the potential 
to reduce police reliance upon the use of covert and intrusive 
forms of intelligence collection. 

The OSCAR approach possessed several innovative attributes 
affording advantages when compared with previous 
contributions in this space. Specifically:

• OSCAR adopted a holistic view of open source 
communications data across a range of policing 
disciplines including Neighbourhood Policing, public 
order, major crime, organised crime and counter-
terrorism. It also explored how open source materials 
were informing intelligence work, crime investigations 
and public engagement strategies. This differs from 
previous police approaches which tend to be framed by a 
particular policing discipline or problem focus.

• The independence afforded by having academics 
experienced in working with police steering the 
programme, was attributed high value by practitioners. 
Open source is an area where a large number of 
commercial suppliers are claiming to be able to provide 
‘solutions’ to policing needs. However, because these are 
‘black box’ products, robustly evaluating such claims is 
difficult.

Communications 
Policing is the 
new Community 
Policing

Commissioned under the Police Knowledge Fund,  
the OSCAR (Open Source Communications Analytics 
Research) Development Centre was designed to deliver 
independent research evidence and insights about 
how the information age and big data are having a 
transformative impact upon the investigative, intelligence 
and engagement functions of the police. Premised upon 
a co-production methodology that blends academic and 
practitioner expertise, OSCAR has made a significant 
contribution to policy and practice development relating to 
digital policing. 

www.upsi.org/oscar

Open Source Communications 
Analytics Research (OSCAR)  
Development Centre

Research Evidence & Insight
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• A lot of research and development work in this 
domain has focused upon technologies. OSCAR 
included these issues within its remit, but also 
invested significantly in establishing a rigorous and 
fine-grained understanding of how and why police 
users perform their investigative, intelligence and 
engagement functions using particular methods and 
techniques.

• Uniquely, a proportion of the research with police OS 
users was conducted in live operational contexts, 
yielding direct and tangible policing benefits.

• The OSCAR team also undertook several 
experimental studies to investigate how emerging 
technologies might impact on OS intelligence 
systems in the relatively near term. 

Key findings and insights of the  
work conducted include:
• Realising the significant potential operational 

benefits to policing of systematically integrating the 
collection and analysis of publicly available open 
source communications data is being hindered by 
the lack of a comprehensive and panoramic national 
strategy. Multiple National Police Chiefs Council 
portfolios and working groups are engaging with open 
source as an issue, but the approach is fragmented 
and cluttered.

• Current organisational approaches tend to separate 
out how the police service deals with open source 
communications data for intelligence/investigative 
purposes and to inform public engagement. This is 
a legacy of how police intelligence processes and 
systems were organised in the past, rather than 

recognising the particular affordances of open 
source data. There is a case that an open source 
communications unit should blend both analysis and 
communications functions.

• Important findings were identified by conducting 
detailed ethnographic observations of open source 
work in practice. This found that only a relatively 
small proportion of police workers possessed 
high levels of investigative and technological / 
methodological competency. 

• Evidence collected suggests a need for policing 
to develop a different workforce skill mix, and to 
move towards team based models of OS working as 
opposed to current ‘sole’ analysts.

• The analysis defined 8 open source analysis 
methods: event detection; enrichment; lifestyling; 
mosaicing; tracking & tracing; risk profiling; decision 
support and atmospherics. With subsequent 
development, these insights could inform the 
development of a de facto open source methodology 
for policing.

• Related to the above, there are implications for how 
UK policing procurs technology for this domain. The 
current situation is that most users do not have skills 
to match the functionality of the principal software 
packages supported by the service. There are two 
possible response pathways: (1) upskill the police 
user community; (2) simplify the user interfaces of 
the software platforms so they take up more of the 
‘effort’.

• Current police approaches are overly structured by 
tasking, tools and targeting. Developed for more 
orthodox intelligence management, these processes 
constrain OS based work.

• Nationally there is an ‘R&D’ gap in terms of how UK 
policing identifies, designs and delivers solutions 
to current challenges and needs in respect of OS 
exploitation. By developing a ‘skunkworks’ mode of 
operation with key partners, OSCAR plugged that gap 
effectively. 

Key impacts of the OSCAR 
programme include:
• Very quickly OSCAR established international 

influence and reach. Over the 18 month funding 
period, 5 invited international presentations were 
made to organisations including: US Army Defence 
Labs; US Dept. of Homeland Security; Nato and 
Europol.

• New relationships were brokered with domestic 
agencies such as Dstl.

• Providing spaces where practitioners could engage 
in guided thinking about future technological, 
social and policing issues, having some of their 
assumptions constructively challenged.

• Convening a network of ‘thought leaders’ from within 
policing on the subject of open source and investing 
in their skills and knowledge. Interestingly, building 
upon the first few formal programme events, these 
individuals organically started visiting each other to 
develop their own thinking and exchange effective 
practices.

• Testing some innovative approaches for police-
academic collaboration to demonstrate how they 
can occasion dynamic learning environments 
for developing the skills and knowledge of police 
staff, without requiring extended absence from the 
workplace.

• A major piece of work was undertaken in partnership 
with West Midlands Police in relation to their 
policing of the Conservative Party Conference. By 
establishing a parallel OS unit, the OSCAR team 
provided enhanced OS collection and analysis 
capability, whilst simultaneously conducting 
experiments upon the potential impacts of several 
emerging technologies. The Intelligence Bronze for 
West Midlands Police concluded that: 
 
“Ultimately the work conducted by the OSCAR 
researchers was of the very highest quality and 
eclipsed the Open Source work conducted by WMP. 
The level of detail and comprehensive coverage that 
they provided gave me a great deal of confidence as 
Intel Bronze and my only regret was that we couldn’t 
have this level of support for every major event!” 
 
In terms of evaluating it’s overall impact, OSCAR 
significantly exceeded its aims, objectives and 
specified deliverables. It identified a gap in 
knowledge and skills, and ‘plugged’ this, in the 
process  contributing significant evidence for the 
development of digital policing and future operating 
models. Confirming the value of the OSCAR 
approach, the national lead for Open Source and 
Digital for counter-terrorism policing evaluated the 
project’s impacts as: 
 
“One of the most important pieces of work was 
reviewing the ways of working with open source 
practitioners. This insight has allowed us to improve 
training programmes and change our thinking about 
how we hire staff…. OSCAR has saved the taxpayer 
significant money assisting us in these areas.”

“Ultimately the work conducted by the OSCAR researchers was of the 
very highest quality and eclipsed the Open Source work conducted by 
WMP. The level of detail and comprehensive coverage that they provided 
gave me a great deal of confidence as Intel Bronze and my only regret 
was that we couldn’t have this level of support for every major event!”

 Intelligence Bronze for West Midlands Police
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01. Open source communications conducted via the 
internet and social media platforms are the new public 
spaces of social life in the information age. As such, 
‘communications policing’ is the new community policing 
and should be understood as equally central to the police 
mission. Currently, more value is assigned and attention 
paid to covert intelligence sources. However, as has been 
observed with a number of other organisations, this is 
rapidly changing. Consequently, consideration needs to be 
given to the appropriate balance between generalist and 
specialist functions, and the idea that OS collection and 
analysis should be routinely integrated into investigative, 
intelligence and engagement work performed by police. 

02. The UK police service’s approach to developing 
open source capacity and capability to respond to the 
rapidly evolving information environment is fragmented 
and fractured. This partly reflects the pace of change 
in digital technologies and their disruptive influence 
on policing, but is amplified by a cluttered governance 
landscape. Multiple NPCC portfolios, working groups 
and national programmes are all claiming some interest 
in, and responsibility for, open source development, 
often from a particular standpoint. A more unified and 
strategic approach is urgently required, introducing a clear 
sense of who, at a national level, ‘owns’ ‘open source 
communications’.

03. In establishing this more strategic position, the police 
service needs to take seriously the idea that policing 
can and should apply open source communications data 
differently to ‘pure’ intelligence agencies. This involves 
developing new methodologies and approaches, as 
well as unique ethical considerations. The regulatory 
environment has not kept up with technological 
innovations and the implications for public safety of 
these. The police service would benefit from engaging 
proactively with these issues to develop an evidence-
based position on where public permission lies in terms 
of their different possible approaches to using these new 
forms of public data.

04. The implication of the above is that forces move to 
blend corporate communications and OS intelligence 
capabilities to meaningfully engage with the information 
age. Current organisational processes for managing open 
source communications are legacies of covert source 
intelligence systems, rather than being designed for the 
affordances of openly sourced data. Consequently, police 
are not routinely obtaining maximum value from open 
source. A truly open source communications unit would 
possess ability to monitor public data and engage with 
the public through these channels to gain more data 
when needed.

05. Police should recruit or make arrangements to 
routinely access data scientists. This is not a skillset 
currently integrated into the police workforce. Many 
private and public sector organisations have already 
realised the importance of enhancing their abilities to 
collect and analyse big data. Similar imperatives apply 
to the police service if it is to adequately respond to 
the digital future. This involves a significant shift in 
understanding within police organisations about ‘what an 
analyst is and what they do’.

06. The OSCAR Program has demonstrated the police 
service can build highly effective and agile working 
partnerships with academia providing a ‘knowledge 
accelerator’ and ‘skunkworks’ R&D capacity and 
capability. 

07. A new organisational model for OS work is advocated. 
This is predicated upon establishing OS + all-source 
teams. Our evidence is that this is more likely to generate 
the blend of skills needed for effective OS exploitation, 
and promote informal learning and problem-solving, than 
the current autonomous model of working. These teams 
would comprise an: advanced practitioner; researcher 
providing data science/network analysis skills; an 
investigator and a data processor.

08. Police seem reluctant to engage in digital behavioural 
influence messaging. We know that much street policing 
relies upon effective persuasion when interacting with 
members of the public. Developing a digital equivalent to 
this has considerable potential to disrupt a range of crime 
problems, reduce harm and persuade people to adopt 
crime prevention measures.

09. Individually and collectively, UK police forces should 
examine their technological and data requirements. 
Currently, considerable sums are being spent on software 
licences for platforms that provide functionality far beyond 
that which the majority of users can harness. Likewise, 
forces are paying primarily to view data, which cannot be 
extracted or exploited. Following the present course, the 
police will always be servants to the data providers. This 
model needs to be reversed.

10. Dynamic Learning - the OSCAR experience suggests 
wider implications for the development of evidence 
based policing approaches. Several components of 
OSCAR’s work were undertaken in relation to ‘live’ policing 
operations, with both academic and practitioner expertise 
being utilised. Key findings were subsequently distilled via 
retrospective analyses of data collected and de-briefing 
exercises. Such activities added considerable value to 
the learning of participating individuals, act as a police 
knowledge accelerator and should become part of the 
police’s repertoire for on-going development.

On the basis of the evidence and insights collected by 
OSCAR the following recommendations are made:

The spread of fake 
news following 
terrorist attacks

Social media reactions analysed to examine the  
spread of fake news and its impact on behaviour

How fake news spreads on social media in the aftermath 
of major terrorist attacks and what the police can do 
to manage its impacts upon public behaviours will be 
analysed for the first time by researchers at Cardiff 
University. 

Led by the University’s Crime and Security Research 
Institute, the new research will look at rumours, 
conspiracy theories, ideological propaganda and fake 
news on social media in the wake of terrorist attacks 
including:

• The murder of Jo Cox MP in the context of the wider 
Brexit referendum campaign;

• The 2017 Westminster, Manchester and London 
Bridge attacks.

Social media communications from police forces will 
also be analysed by the team along with material 
issued by police and security organisations to manage 
misinformation.  

The previously unexamined data will help researchers 
understand how fake news travels in the aftermath of 
major crime and security events and how digital platforms 
and environments shape contemporary behaviours. 

Results from the study will be used to help police design 
and deliver improved social media communication 
strategies that reduce community tensions and risks 
of public disorder in the aftermath of terrorist attacks. 
Working with members of the National Counter-Terrorism 
Network, the insights will shape future policy and practice 
for a rapidly developing information environment.

Professor Martin Innes, Director of the University’s 
Crime and Security Research Institute who will lead the 
research said: “Recently there has been growing political 
and public concern about the spread of fake news and 
propaganda via social media and the internet, and lots of 
suggestions about how to tackle this new social problem. 

“By rigorously studying how rumours and conspiracy 
theories emerge and ‘travel’ in the aftermath of terrorist 
attacks and other highly charged situations, our project 
will produce robust, independent, research evidence 
and insights about how and why some ‘soft facts’ are so 
influential upon public attitudes and opinion.”

The project is one of eight announced by the Centre for 
Research and Evidence on Security Threats (CREST), led 
by Lancaster University, to address some of the security 
threats facing the UK.

Research Evidence & Insight
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20 Years of the 
Cardiff Model
The Cardiff Model approach to violence prevention was developed 
in response to the VRG discovery that one half to two thirds of 
violence which results in hospital treatment is not reported to the 
police. Subsequent research found that police knowledge of violence 
depends on people reporting these offences, but that many of the 
injured do not report because they are afraid of reprisals, don’t want 
their own conduct scrutinised, or because they don’t think the police 
could take effective action if they do report.

60 Second Briefing

• In the mid-2000s, the Violence Reduction Unit 
in Scotland introduced this approach

• In 2008, the UK government adopted this 
approach in its alcohol strategy, Safe Sensible 
Social

• In 2010, the new UK administration made 
this approach part of its programme for 
government

• In 2016, government commitment to this 
approach was reiterated in its Modern Crime 
Prevention strategy

• The Cardiff Model dataset was codified 
(ISB 1594), published by NHS Digital and 
incorporated into the new Emergency Care 
Data Set which software suppliers are 
required to include in their products. Cardiff 
Model data collection in A&Es became 
mandatory under the terms of the standard 
National Health Service contract

The Cardiff Model has three components:

• Continuous data collection in hospital 
emergency departments  (EDs) on precise 
violence location, time and weapon.

• Information anonymised and shared regularly 
by hospitals with crime analysts who combines 
and summarises police and ED data to identify 
areas and times of violence concentrations.

• Combined information translated into violence 
prevention by a Violence Prevention Board and 
implementation of the Model in the UK.

• Early adopters included public health and 
police partners on Merseyside, and in 
Cambridge and the Southeast health region of 
England.

• Welsh Government, through its Community 
Safety Directorate, instituted training 
workshops for key professionals: A&E 
receptionists who record the necessary data 
electronically, data analysts, police managers, 
local government officials, A&E doctors and 
community safety partnership personnel.

International implementation

Prompted by the publication of evaluations 
demonstrating effectiveness and cost benefit, 
and by endorsement from the World Health 
Organisation: 

• The Netherlands Minister of Justice, though 
the Mayor’s office, replicated the model in 
Amsterdam with a view to national adoption

• The Robert Wood Johnson Foundation in the 
United States funded replications in Atlanta 
and Philadelphia in collaboration with the U.S. 
Centers for Disease Control and Prevention 
(CDC)

• The U.S. National Institute of Justice funded 
replication of the Model in Milwaukee

• The National Health and Medical Research 
Council in Australia funded replication, by a 
consortium set up for this purpose, in Sydney, 
Melbourne, Canberra and Warrnambool

• The CDC published guidance and a training 
toolkit to support the adoption of the Model in 
the United States.
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Big Data
at the Edge

Instinctive Analytics
In a modern coalition network, data is collected from sensing 
systems such as drones, satellites or robotic ground vehicles, 
and then processed by various computational techniques 
including signal processing and machine learning. The 
processed data is then delivered to human decision-makers 
in forms they can understand, such as natural language or 
pictorial visualisations. The DAIS ITA programme takes a unique 
perspective on the coalition network, viewing it as a “distributed 
brain” and re-imagining the traditional data analytic pipeline 
– from sensors to analytics to human – in terms of a neural 
network architecture used to simulate human cognition. Early 
experimental results show the system being highly resilient and 
adaptable to changes in the network environment that often 
happen in rapidly-evolving emergency situations.

[Collaborators include Cardiff, Pennsylvania State University, 
Stanford University, University of Southampton, Yale, Airbus, 
IBM]

Anticipatory Situational Understanding
Advances in sensing technologies and data analytics – 
especially machine learning – mean that computer systems 
are increasingly able to help people maintain awareness of an 
evolving situation and predict possible future events. However, 
current machine learning systems have two major limitations: 
(1) they need a huge amount of data to learn from, and many 
important kinds of event are relatively rare, meaning that 
computers need to be “told” rather than “taught”; and (2) they 
are typically unable to explain their predictions in ways that 
are meaningful to humans. This project is the first to study 
these problems – tellability and explainability – in the context 
of coalition operations, leading to the proposal of novel ways 
of linking human-machine communication, reasoning, and 
learning.

[Collaborators include Cardiff, University College London, 
University of California at Los Angeles, Airbus, BAE Systems, 
IBM]

Evolution of Human Systems
Successful multi-agency operations often involve understanding 
complex situations involving multiple groups with varying aims 
and capabilities. DAIS ITA is undertaking basic research into 
mutability (changeabilty) of group-based human systems, and it 
can be modelled. Early work has identified five critical features 
of social groups that govern mutability, relating to social norms, 
individual standing, status rivalry, ingroup bias and cooperation. 
All these features lend themselves to computer modelling. The 
research also considers the important role of online social 
media in relation to understanding the mutability of groups. 
This can play an active role in supporting collective behaviour. 
Analysis of social media in the context of the five dimensions of 
group mutability provides a fresh basis to interpret the forces 
affecting groups.

[Collaborators include Cardiff, Pennsylvania State 
University, University of Southampton, Yale, Airbus, IBM]

For more information on DAIS ITA, see the public alliance 
web page at: dais-ita.org

The International Technology Alliance 
in Distributed Analytics and Information 
Science (DAIS ITA) is a joint US/UK research 
programme set up to unlock the potential 
of “big data” in front line situations, where 
people and computer systems need to 
collaborate in a coalition of multiple 
agencies. Recent advances in areas like 
artificial intelligence and machine learning 
have greatly improved the capabilities of 
technology to assist coalitions working 
together in rapidly-changing  
situations, such as major  
disasters, to make people safer.

“When we think of big data we usually 
think of collections of computer servers in 
huge data centres that we access via the 
cloud. In this project we’re trying to turn 
the data centre inside out by collecting 
and processing data near the edges of the 
network, creating dynamic, virtual data 
centres surrounding teams of front line 
responders.” 

Professor Alun Preece,  
UK Academic Technical Area Lead

Example Projects

 
Cardiff University’s Crime and Security Research 
Institute is a key part of DAIS ITA, which is led 
by IBM, along with leading universities in the UK 
and the US and major international businesses, 
such as Airbus Group and BAE Systems. The 
alliance has been established by the US Army 
Research Laboratory (ARL) and the UK Defence 
Science and Technology Laboratory (Dstl) with 
up to $80m (£63m) in funding to address this 
challenge over the next 10 years.

The DAIS ITA research at Cardiff is led by 
Professor Alun Preece, Co-Director of the Crime 
and Security Research Institute, together with 
Professor Roger Whitaker and Dr Ian Taylor from 
the School of Computer Science and Informatics.

In addition to Cardiff University, academic 
and industry partners include Airbus Group, 
BAE Systems, IBM, Imperial College London, 
Pennsylvania State University, Purdue University, 
Raytheon/BBN Technologies, Stanford University, 
University College London, University of California 
at Los Angeles, University of Massachusetts at 
Amherst, University of Southampton and Yale 
University.

DAIS ITA continues a successful model for 
academic-industry-government collaboration 
established in the first ITA programme – the 
Network and Information Sciences (NIS) ITA – 
which ran between 2006 and 2016. The key driver 
is collaboration among experts from multiple 
disciplines to address challenge problems co-
defined with the government stakeholders from 
the UK Ministry of Defence and US Department 
of Defense. The primary purpose of the alliance 
is to make scientific advancements that are both 
innovative and have the potential to be disruptive, 
i.e., to introduce radical and evidence-based 
novel approaches into the theory and practice 
of coalition operations. The ITA model facilitates 
the exploitation of these scientific advances 
through technology transition into the military and 
civil sectors, as well as enriching the UK and US 
science and technology (S&T) capabilities. 

The International Technology Alliance collaboration model

DAIS ITA Members
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Have a Word
The Have a Word brand is a unique social marketing product designed to 
increase the delivery of brief interventions (BI) to people consuming alcohol 
at hazardous and harmful levels in order to effect health behaviour change. 

What is it?
The Have a Word brand is a unique social marketing product designed to increase the delivery of brief 
interventions (BI) to people consuming alcohol at hazardous and harmful levels in order to effect health 
behaviour change. The Have a Word brand was developed as part of a Knowledge Transfer Partnership 
(KTP) between Cardiff University, the Welsh Government and Public Health Wales.

Transferability

As a generic, accessible brand, Have a Word can be 
applied to any campaign to deliver brief, motivational 
advice, across all health behaviours where brief 
interventions are effective and in any country or 
community where colloquial English is understood. 

Does it work?

Social marketing is the application of commercial 
marketing techniques such as branding to real-
world contexts in order to influence the behaviour 
of individuals for the benefit of wider society. Social 
marketing interventions have been shown to be 
effective in changing health behaviour. Famous 
examples of successful initiatives include the Clunk 
Click Every Trip seatbelt safety campaign as well as the 
more recent NHS Hand Hygiene campaign. 

The benefits of Have a Word in the 
context of alcohol misuse

Brief interventions for alcohol misuse, one of the 
major risks to health in the UK, have been found to be 
effective and cost-effective across a range of health and 
community settings. 

Evaluation has shown that alcohol brief interventions 
benefit society by:

• Reducing alcohol consumption amongst hazardous 
and harmful drinkers,

• Preventing repeat injury and alcohol-related violence,

• Reducing the burden and cost of alcohol misuse to 
the NHS and other community services.

The Have a Word brand translates the inaccessible 
psychological terminology of brief interventions into easily 
understood language.

Publicity to date

The Have a Word campaign was formally launched in 
January 2013 by the Minister for Health and Social 
Services in Wales. The brand has featured in the national 
media including BBC and ITV network news as well 
as newspapers such as the Western Mail and online 
media including the BBC website and Topnews in the 
United States. Articles on the campaign have been 
published in the Nursing Times and the ABC of Alcohol 
published by Wiley-Blackwell (2013). The Have a Word 
website supports those trained to deliver alcohol brief 
interventions and provides resources such as screening 
tools, training presentations and points of contact for 
further information. There is also a dedicated site on 
Facebook and a growing number of Twitter followers. For 
more information about the Have a Word campaign go to 
www.haveaword.org 

Awards

The campaign team were nominated for the 2012 Nursing 
Times Team of the Year Award and won best poster prize 
at the 2012 International Network on Brief Interventions 
for Alcohol and Other drugs (INEBRIA) conference. The 
Have a Word training course, available electronically, 
which the Have a Word team developed, was rigorously 
assessed and awarded accreditation by Agored Cymru 
(the Wales qualifications and accreditation body) at 
degree level and is endorsed by the Royal College of 
Nursing. The campaign was shortlisted from more than 
200 submissions for the 2013 NHS Wales Awards in the 
category, Promoting better health and avoiding disease. 

Implementation

• The Have a Word brand has been used by to market 
alcohol brief intervention training in Wales since May 
2012.

• By June 2013, over 3000 nurses, midwives, health 
visitors, police support officers, pharmacists, 
dieticians and youth workers had been trained 
across Wales.

• Collaboratives have been set up in all seven Health 
Boards in Wales to lead this national campaign 
locally. 

• The Have a Word campaign is underpinned by a 
strategy designed to support and sustain long-term 
delivery of brief interventions in Wales. 

60 Second Briefing

The Have a Word campaign has two main aims:
• To improve the image of brief interventions so that delivery is not seen as a burdensome addition to workloads

• To motivate practitioners who have received training to include brief interventions in ordinary conversation with 
people identified as drinking at hazardous and harmful levels
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Cardiff University’s Crime & Security Research Institute in partnership with 
the College of Policing convened a conference in February 2017 titled, 
Open Sources, Closing Borders: Policing, Counter-terrorism and Organised 
Crime in Europe After Brexit. The purpose of the event was to explore some 
of the immediate challenges for the future of policing through a dialogue 
involving senior academics, and police and intelligence practitioners. 
Speakers included Sir Denis O’Connor, Prof. Rod Morgan, National Crime 
Agency, Prof. Nick Tilley, the National Prevent Co-ordinator, Deputy Chief 
Constable Matt Jukes from South Wales Police, Metropolitan Police, 
National Police Chief’s Council, and College of Policing.

Open Sources,
Closing Borders

A New Politics of Policing:  What are 
the implications of Brexit or police 
responses to organised crime and 
terrorism threats?

The Brexit vote can be understood as part of a ‘second 
wave’ de-liberalisation movement, that is becoming 
increasingly influential across a number of Western 
countries. 

It involves disruptive social transformations based on the 
rejection of liberal institutions and the spread of populist 
inclinations. In the process it creates the conditions for 
the spread of ‘post-truth’ and ‘post-factual’ politics. The 
UK government has not yet clarified what the future of 
policing and security will look like post-Brexit. Economic 
considerations have thus far taken priority over security 
and public safety in the referendum debates. But such 
matters did feature in the campaigns and are likely to re-
emerge in the future.

The question of whether Brexit will make the UK a safer 
place is difficult to answer. 

• Certain EU security mechanisms have been widely 
and productively used. Police forces across the 
UK are heavily invested in EU security institutions 
(Europol, Eurojust) and intelligence-sharing and legal 
tools. They routinely make use of European Arrest 
Warrants and the Schengen Information System with 
permanently embedded staff at Europol. 

• The EU has also been a useful network for knowledge 
exchange and staff transfers across Europe. It is 
not yet clear what institutional replacements and 
alternative mechanisms will be enacted. There is 
a lot of discussion around Norway’s model of EU 
cooperation and intelligence sharing. However, while 
Norway is engaged in both Europol and Eurojust, it 
does not have the power to explicitly influence its 
development. 

• For effective policing of transnational organised 
crime, mutual legal assistance is crucial and EU 
harmonization of practices in this area have proven 
vital. 

• In the field of terrorism, Brexit was also marked by 
a number of ISIS reactions and calls for attacks 
in Europe. One statement, in the ISIS newspaper 
al-Naba, suggested that Brexit ‘threatens the unity 
of Crusader Europe’. Other articles referred to 
the prospect of a second Scottish referendum as 
‘separatist ambitions’. 

• The UK also faces threats of home-grown terrorism. 
There was a spike in race and religious hate crime 
reported in the months following the vote. In this 
context, Neighbourhood Policing (NP) is vital, but 
digital monitoring and engagement is equally 
important. 

• Generally, the Brexit vote seemed to suggest that the 
areas with greatest experience of immigration were 
more likely to vote Remain. 

There have been over 250,000 
take downs/removals of extremist 
propaganda by the Counter 
Terrorism Internet Referral Unit 
(CTIRU) since its inception in 
February 2010

Research Evidence & Insight
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The internet, social media, and other platforms 
for ‘open source communication’ are having a 
transformative impact upon the institutional and 
interactional orders of contemporary social life. As 
such, they have significant policing and security 
implications. 

• There are peak times for the public’s engagement 
with TV, radio, and social media, where large 
audiences are exposed to vast amounts of 
information. Not all of this information is necessarily 
true. The internet has been described as a 
marketplace for alternative truths. 

• Some issues (such as immigration, Islamic terrorism 
and national sovereignty) have personal and 
emotional appeal, invoke ‘gut feelings’, and can be 
highly influential because of this. 

• The new information environment means that 
extremist groups such as ISIS can quickly 
disseminate public responses to high profile events 
like Brexit. 

• The internet is borderless in nature, and this has 
implications for policing. 

• Open source communications reduce the knowledge-
power asymmetry between police and citizens, 
creating new demands, accountabilities and forms of 
transparency. 

• Police have traditionally used the internet covertly 
due to concerns around digital footprints (and other 
related issues), but the more open and interactive 
information environment may well change this. 

• With preventative policing moving away from solely 
response and enforcement and more towards 
influence and persuasion, open source offers new 
possibilities and opportunities to engage with 
citizens. 

While speakers discussed the array of opportunities 
offered by the new information environment, they also 
identified some potentially disruptive impacts – these 
are summarised here:  
 

01 Existing notions of privacy and consent are blurred 
in the new environment. The open nature of much 
information contrasts with previous notions of how 
the validity and hence ‘value’ of intelligence data was 
established by police - sensitive/classified data was the 
most trusted.

02 Police analysts in some forces have only recently 
started to access and analyse social media and other 
open sources. Only a small minority of analysts have the 
knowledge, skills and tools to use such data competently 
and appropriately.

03 ‘Analysis paralysis’ is described as a condition induced 
by the new information environment. The sheer volume 
of material available causes  ‘paralysis’, whereby analysts 
have all the data but lack time to analyse it all. 

04 The traditional external communications process 
within police organizations would normally involve 
working with lawyers, getting sign offs and agreements on 
information releases; that is not fast enough in the new 
environment, where information travels far and wide at 
high speed. 

05 Nowadays, ‘truth’ is not accepted, and the ability to 
prove ‘untruths’ is not possible; we are in a post-truth 
environment filled with ‘soft facts’, including rumours, 
propaganda and fake news. ‘Fast facts’ are needed to 
combat fake news.

06 In addition to these challenges, although ‘digital’ and 
cyber crimes are becoming increasingly visible, ‘analogue’ 
/ traditional crimes have not disappeared and must still 
be responded to. 

Policing must now respond to this new information 
environment, its challenges, and its disruptive impacts. 
The conference panels identified various strategies 
and methods for this response – some are already 
happening at scale, others remain more experimental. 
Some of these responses include:

• There have been over 250,000 take downs/removals 
of extremist propaganda by the Counter Terrorism 
Internet Referral Unit (CTIRU) since its inception 
in February 2010, and 16,000 by the EU Internet 
Referral Unit, which is based on the UK model.

• The UK’s Prevent Strategy communications are 
increasingly focused upon digital and online.

• A successful police response to a major 
crime incident in Cardiff had a number of 
key characteristics: the police responded via 
social media channels with ‘fast facts’. Official 
communications were accurate and as timely as 
possible, had a personal tone, used facts as a source 
of authority, invited participation, and recognised that 
their message could be better told by others.

• Online images can be analysed to help identify 
organised crime activities (such as sex work). 
 

• Crowdsourcing methodologies can be used as 
indicators of the scope and scale of drug markets, 
and the effectiveness of police responses in 
disrupting such online activity.

• Some incidents eg. Major Crimes, require a blend of 
‘boots on the ground’ neighbourhood policing, as well 
as digital engagement tactics to dispel rumour and 
reassure the public.

‘Soft facts’ are information of uncertain provenance 
(rumours, propaganda and ‘improvised news’). Contrasted 
with ‘hard facts’ which are perceived as ‘objective’ and 
‘stable’, soft facts are malleable, pliable, and can be re-
shaped.

The presence and circulation of soft facts on social 
media plays into the workings of ‘post-factual politics’, 
where emotive, personal, and ideological claims are 
presented and ‘sold’ as matters of ‘fact’. The internet is a 
marketplace for these alternative ‘truths’ which influence 
public perception on major social issues such as terrorism 
and immigration. 

For example, the increase in racial hate crime on 
social media following the Brexit vote, was infused with 
unsubstantiated claims, making it hard to differentiate 
between truth, rumours and fake news. This is rightly 
recognised as a key challenge by UK police forces.

How should policing respond to the new information 
environment and its disruptive impacts? 

A good example of effective Police communication 
was demonstrated in the aftermath of a major crime 
incident in the centre of Cardiff in September 2016. 
Rumours around emotive issues such as terrorism and 
homelessness began circulating rapidly (particularly on 
social media), and there was widespread concern from 
the public. South Wales Police responded quickly with 
a fact-based message, and used the locally trending 
hashtag created by others to open up conversation and 
engage with the public around the issue. The public 
reaction was positive and the rumours were dispelled. 
Thoroughly researching successful cases like these would 
inform the evidence based policing approach around what 
works.

Research that has already been carried out in one force 
area concerns police newsletters. In contrast to the fast 
pace of the new online environment, these hard copy 
newsletters constituted ‘slow facts’. The research came 
about as a result of communities in the area saying they 
liked receiving newsletters. The force decided to focus on 
delivering their information via this method and explore 
the effects on confidence in policing. They found that in 
deprived communities, even though people were more 
informed, their confidence did not improve. The reason 
for this is not clear, but the research is useful because 
it shows what doesn’t work – this can then be used to 
inform future information strategies.

What is the role of evidence-based  
policing when ‘soft facts’ are so influential?



Localised Situational Awareness via Social Media 
The Sentinel platform provides a multi-level interface into information extracted from the social 
Web. The purpose of this platform is to evaluate to what degree web data can be converted 
into actionable intelligence relating to public-interest events and topics in terms of reliability, 
usability and timeliness. We focus upon five key questions that can allow human analysts to draw 
conclusions as to:

       What is happening?  

       When is it taking place?

       Where is it occurring? 

       Who are the sides involved?

      Why is this happening and why does it require response? 

 
Users of Sentinel are able to direct data collection towards specific key words and geographical 
locations creating “channels” of interest by which intelligence can be derived. 

Data Driven Information, Knowledge Driven Identification
The data driven text mining tool FlexiTerm has been incorporated into the interface, allowing for a 
near real time summary of prevailing terms currently found within a channel, with the output being 
presented spatially and temporally.

Running parallel to topic identification is the indexing of data against an expertly curated ontology 
of criminal and extremist topics. This provides users with the ability to delve deep into their data 
channels to identify and track sensitive narratives.

Dealing with “Big Data”
We take advantage of the pervasiveness of Cloud Computing to create a dynamic and scalable 
approach to data processing that provides the ability to extract near real time meaning from large 
volumes of data. 

This takes the form of a data processing pipeline in which fragments of social media text are 
filtered, transformed and enriched by a pool of processing and analytic tools. 

Sentinel

60 Second Briefing
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The South Wales Tri-Service 
Public Service and Joint 
Emergency Control Centre: 
An Evaluation 
This study involves a multi-method evaluation of the development of a Tri-
Service Public Service and Joint Emergency Control Centre in South Wales.

South Wales Police (SWP) have identified that the lack 
of a ‘joined up’ approach to emergency service provision 
is resulting in inefficiency and a poor response service 
to the public. The force have already developed a single, 
highly efficient Public Contact Centre with modern 
technology and the two Fire and Rescue Services across 
the force area (FRSs) have committed to similarly 
rationalise their contact centres and co-locate with SWP 
on a shared technology and infrastructure platform. The 
All Wales Ambulance Service (WAST) has also made a 
request to become part of the largest single Tri-Service 
Centre in Wales with over two hundred contact stations 
under a single open plan environment, working side by 
side to deliver an integrated emergency response to the 
public and a 101 non-emergency service.

The award of a grant from the Home Office Police 
Innovation Fund has allowed the development of an 
extension on the existing SWP headquarters, creating 
a highly cost effective solution for a single open plan 
environment in which to locate the Tri-Service Centre. 
Annual efficiency savings of at least £2M are anticipated 
for the partners and the shared running costs will 
contribute towards the challenging Value for Money 
plan savings required over the medium term. Further 
interoperability savings are anticipated to result from 
a command structure to share intelligence and better 
respond to calls for services at the frontline, as well as 
rationalised supervisory and management structures 
to avoid wasting police officer time due to delayed 
ambulance deployments and fire service support 
requests. Whilst a number of forces have developed a 
shared premises approach to reduce costs, this model 
will focus on the integration of staff, sharing of computer 
systems and delivery of a fully functioning 999 emergency 
and 101/111 non-emergency blue light services. 

The evaluation of the project will commence with the 
mapping of a Theory of Change model in order to fully 
define the strategic picture of how it is anticipated it will 
achieve its long-term goal (Taplin and Clark, 2012; Harris, 
2005; Rogers, 2005). Notwithstanding the findings 
from this initial aspect of the evaluation process, it is 
anticipated that the substantive evaluation will focus 
upon four key areas where positive outcomes might be 
anticipated:

1)  An evaluation of financial efficiency savings

2)  An evaluation of response categorisation and  
     deployment

3)  An evaluation of public outcomes

4)  An evaluation of the implementation process

In seeking to deliver these aims, the research will make 
use of a combination of financial and administrative data 
from each of service providers; secondary analysis of 
existing deployment and public satisfaction data from 
each of service providers; and primary quantitative and 
qualitative data on public and practitioner response to 
implementation and outcomes.

Research Evidence & Insight
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Background
The Centre for Crime, Law and Justice (CCLJ) is a long-
established joint venture between Cardiff University’s 
School of Social Sciences and the School of Law and 
Politics, affiliated with the Crime and Security Research 
Institute. The Centre was originally created in the 1990s 
to facilitate research collaboration between criminologists, 
lawyers and others interested in crime, security and 
justice. It provides a forum for bringing together social 
scientific knowledge about crime and security threats, 
public response to those threats and their implications 
for competing conceptions of justice and legal practice. 
Since its relaunch in 2007, it has organised a research 
seminar series with meetings every three weeks during 
the academic year. The aim is to provide a constructive 
and supportive environment for doctoral students and 
academic staff to present and discuss their work. In 
addition, each year there are seminars with eminent 
external speakers: these sessions are often organised in 
partnership with the Welsh branch of the British Society of 
Criminology. The Centre is also developing a programme 
of activities on the research theme of Security and Justice 
in collaboration with the Centre of Law of Society (CLS) 
which was established in 2016 within the School of Law 
and Politics with the aim of promoting cross-disciplinary 
analysis of key issues in the relationship between law and 
society. The collaboration between the two Centres will 
focus on the examination of key questions relating to the 
relationship between crime and security on the one hand 
and law and justice on the other. 

Activities
Research Seminar Series

During the academic year 2016/17, the Centre ran an 
active programme of seminars with fifteen presentations 
over nine meetings (two of which were co-badged with 
the Welsh Branch of British Society of Criminology). 
There were two external presentations. The first was by 
Professor James Sheptycki (York University, Canada) on 
‘Intelligence-led policing and gun crime in Toronto’ and 
the second by Dr Renaud Colson (University of Nantes, 
France) on ‘Reforming drug prohibition laws’. The internal 
presenters ranged from senior Professors to doctoral 
students via early career researchers and established 
lecturers. The subject matter was equally varied. 

Workshops on Security and Justice: the challenge of 
the transnational.

The Centre for Crime, Law and Justice (CCLJ) is now 
working with the Centre of Law and Society to organize 
a series of workshops in 2017 and 2018 that will bring 

Centre for 
Crime, Law 
and Justice

• Workshop 4 (Autumn/Winter 2017). Security, justice 
and the transnational corporation  
(Organiser: Mike Levi (Criminology)

The four workshops are bringing together small groups 
of leading scholars and practitioners to reflect upon the 
challenges and on how to take the relevant scholarship 
forward (presenting papers and planning collective 
publications and/or external research bids). 

Research Visits

During 2016/17, the Centre hosted two research visitors.

In February and March, Dr Marco Calaresu, Department 
of Political Sciences, Communication Sciences and 
Information Engineering, University of Sassari, Italy, came 
to Cardiff to conduct research and teach Criminology 
students funded by the Erasmus + programme. With 
research interests in urban security policies and the 
quality of democracy, Dr Calaresu worked closely with 
Dr Adam Edwards, Deputy Director of the Centre to 
collaborate on research into the politics of security in 
European city-regions.

From mid-February to mid-August, the Centre hosted 
a visit from Dr Renaud Colson from the Law Faculty, 

University of Nantes, France who came as both a 
University Incoming Visiting Fellow and LAWPL visiting 
scholar. While in Cardiff he continued his research on 
drugs policy and comparative criminal justice, presenting 
a seminar on drugs policy within the Centre research 
programme and contributing to the ‘Learning from 
Elsewhere’ workshop. He continued his long-term research 
collaboration with Professor Stewart Field, Director of the 
Centre.

During 2017/8, there will be further visits from Dr 
Monique Mann (Queensland University of Technology), 
Dr Elke Devroe (University of Leiden) and Professor Paul 
Ponsaers (University of Ghent)

Contacts
• Twitter: @Cardiff_CCLJ 

• Web: www.cardiff.ac.uk/research/explore/
research-units/cardiff-centre-for-crime-law-and-
justice

• More detailed information and regular updates on 
our activities are posted on Researchgate:   
www.researchgate.net/project/Centre-for-Crime-
Law-and-Justice-Cardiff

together criminologists, political scientists and lawyers 
to address the relationship between security and justice 
in a world shaped by globalization and the transnational. 
Two workshops took place in May and June 2017 and two 
further workshops are planned for the Autumn. 

• Workshop 1 (May 2017). Learning from Elsewhere: 
from cross-cultural explanation to transnational 
prescription?  
Principal organiser: Professor Stewart Field (Law) 

• Workshop 2 (June 2017). Transnational Criminal 
Justice and International Institutions: The Law and 
Politics of Building and Dismantling Transnational 
Cooperation.  
Organisers: Dr Claudia Hillebrand (Politics and 
International Relations) and Dr Ricardo Pereira 
(Law). 

• Workshop 3 (November/December 2017). Emergent 
technologies: the transnational challenge to security 
and justice  
(Organisers: Dr Adam Edwards (Criminology) Nicola 
Harris (Centre for Professional Legal Studies) and 
Professor Will Housley (Social Sciences). 
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“This is all about improving the performance 
of South Wales Police in terms of .. delivering a 
quality service to victims of crime, improving the 
way we tackle vulnerability (mental health and 
child sexual exploitation), leadership, developing 
our people, and the challenges of implementing 
new technology. ”
Chief Constable Peter Vaughan, South Wales Police

Policing Futures
The Policing Futures Series is a unique collaboration between 
The Universities’ Police Science Institute (UPSI) and South 
Wales Police (SWP), designed to provide the knowledge, 
skills and experience required to develop critical thinking 
and evidence-based practice among those considered future 
leaders within the force.

The Policing Futures Series is a unique collaboration 
between The Universities’ Police Science Institute (UPSI) 
and South Wales Police (SWP), designed to provide the 
knowledge, skills and experience required to develop 
critical thinking and evidence-based practice among 
those considered future leaders within the force.

Each year, a cohort of officers and staff, of all ranks and 
functions, can apply or be nominated by SWP to take part 
in the programme which runs over a 6-month period. In 
the introductory session, delegates hear from internal 
SWP speakers on the challenges for policing in the next 
5 years and the force’s strategic Policing 2020 vision. 
Participants then self-align to a force strategic priority 
area of particular interest to them, before designing a 
small research project to answer a key question in relation 
to that priority area. 

Each project group is allocated an academic ‘Mentor’ 
from UPSI to advise on study design, methodology and 
analysis, together with a senior force ‘Shepherd’ to 
provide internal governance, operational input and to aid 
the data access/generation process. The groups conduct 
their research in their own time, meeting regularly over 
the 6-month period with both Mentor and Shepherd 
for input and guidance and present their progress at 
appropriate force governance boards.

A series of Masterclasses during the research period 
provides an opportunity for participants to hear from 
relevant invited external speakers from, for example, 
private industry, other public service organisations and 
government regarding the management of change and 
research evidence-based interventions. By presenting 
their progress to peers in other groups, a wider academic 
audience and senior SWP staff, the sessions allow for 
ongoing reflection and adaptation of their research 
to ensure it stays on track to deliver a feasible and 
operationally relevant evidence base.  The programme 
culminates in a formal presentation to the SWP Chief 
Officer Group, together with a short, written report 
on their findings, interpretation of the evidence and 
recommendations in relation to the forces strategic 
direction.   

The inaugural 2016/7 cohort involved 26 officers 
and staff who designed and implemented projects in 
relation to topics as diverse as effective leadership, 
cultural barriers to change, BAME victim satisfaction, the 
relationship between police and mental health services, 
child sexual exploitation, the use of technology in policing 
and career development for PCSOs.  

Selection of participants for the 2017/18 cohort 
is currently underway with the programme due to 
commence in late September 2017. 

Research In Practise

Deputy Chief Constable Matt Jukes 
with participants of the 2016/17 
Policing Futures Programme
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Practitioner Fellowships
Leading on from the success of the 2016/7 Policing Futures 
Programme, in 2017 the CSRI has created two, part-time 
external Practitioner Fellowships for SWP police officers and 
staff to engage in more substantial research related to their 
professional activities. 

The Fellowships aim to support research which 
results in the translation of new evidence into 
improved policing practice and policy and which 
delivers improvements to support the force’s 
continuous drive to keeping South Wales safe by 
being the best at understanding and responding 
to the needs of its communities.

The Fellowships provide an opportunity for 
practitioners to work together with members of 
academic staff from UPSI and indeed, the wider 
CSRI on the practical and/or policy applications 
of a policing priority area.  Fellows are supported 
by a co-applicant member of UPSI staff or 
an internal Academic Fellow of the CSRI who 
acts as their mentor. They and the wider CSRI 
academic staff will provide guidance on issues 
of research design and methodology, including 
areas such as data collection and analysis, the 
relationship with other relevant research, and 
the publication and dissemination of evidence 
derived from research projects. Fellows are 
required to provide regular feedback into the 
appropriate governance structure within the 
force as required by the Chief Constable. 

This will be an intense and demanding 
programme both in terms of capability and 
capacity. Applications for Fellowships were 
invited from police officers and staff from across 
the force who are considered the existing and 
emerging future leaders of the organisation, 
role models with strategic awareness and an 
appetite for learning and a commitment to 
personal and organizational development. 
A rigorous application process involved 
the submission of a research proposal for 
consideration by nominated representatives of 
the Chief Constable and CSRI and culminated in 
a final selection panel composed of the Director 
and Co-Director of the CSRI together with the 
SWP Deputy Chief Constable. 

The two successful Fellows for 2017/18 
commenced their research into the following 
topics in September 2017:

• An evaluation of CSE awareness, 
preventative strategies and support for 
children, their families and carers within 
South Wales Police.

• What is the optimal method of 
algorithmically identifying duplicate 
persons in the South Wales Police’s record 
management system?

Fellows have access to a funding stream 
provided by CSRI to support their research. 
Whilst Fellows are expected to pursue the bulk 
of their research in their own time, SWP support 
an agreed amount of paid study leave to help 
conduct fieldwork, attend related learning 
events and attend regular meetings with their 
academic mentor. Fellowships can be held for 
variable lengths of time, but would normally be a 
minimum of 3 months duration and a maximum 
of 12 months. Over this period there would be 
regular one-day or half-day meetings between 
the Fellow, their mentor and the CSRI’s wider 
academic staff to discuss the development and 
progress of the project.

By drawing on the expertise of practitioners 
to undertake rigorous and robust analysis of 
specific issues, the Fellowship programme aims 
to make a significant contribution to improving 
policing in South Wales. Creating opportunities 
for regular interaction between practitioners 
and university researchers, the programme 
contributes to processes of knowledge exchange 
and knowledge transfer, enhancing practitioner 
awareness and understanding of relevant 
research, and academic awareness of the 
key issues facing organisations involved with 
policing. 

The Crime and Security Research Institute has a 
fellowship program which currently has over 80 members. 
Approximately half of our Fellows come from public bodies 
such as South Wales Police and the Metropolitan Police 
Service, and we invite applications from anyone working 
in the fields of crime and security interested in improving 
the evidence base and use of research to inform policy 
and practice. All of our fellows have a clear commitment 
to inter-disciplinary research and innovation. One of the 
principal benefits of being a Fellow of the Institute is 
that we have funding available to support ‘high risk, high 
reward’ activities, designed to support initiatives where 
engaging other funding sources may be difficult.

The fellowship funding program has been running for 
two years now, with some great success stories in terms 
of helping to complete research projects, driving impact 
activities and securing additional funding to accelerate 
current projects. As the Institute develops we are exploring 
new and creative ways in which we can help to support 
the work of our fellows. 

Our newest initiative is going to be running ‘Hack Days’ 
designed to bring researchers and practitioners together 
to design innovative solutions to pressing problems in a 
tight timescale. So if anyone is interested in being a part 
of these upcoming events do get in contact.

Work With Us

By drawing on the expertise of 
practitioners to undertake rigorous 
and robust analysis of specific 
issues, the Fellowship programme 
aims to make a significant 
contribution to improving policing in 
South Wales. 

Research In Practise
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SENSOR: Signal Events, 
Neighbourhood Security, 
Order and Reassurance

What is SENSOR?
SENSOR is an intelligence orientated interview 
methodology designed to capture the public’s knowledge 
of neighbourhood crime and disorder and perceptions of 
risk. SENSOR is a tablet based data capture application 
that allows police and their partner agencies to identify 
and target the issues that have a disproportionate 
impact upon neighbourhood security. It thereby 
provides a mechanism for improving the effectiveness 
of interventions responding to community concerns. 
The SENSOR methodology was initially developed after 
intensive academic fieldwork conducted as part of the 
National Reassurance Policing Programme, and has been 
improved and refined by over 10 years deployment by 
councils and police forces.

What makes SENSOR different?
Three key innovations distinguish SENSOR from other 
surveys:

01. In identifying signal crimes, signal disorders and 
control signals, it systematically focuses police resources 
upon those events that shape collective perceptions of 
risk. Significantly, the academic research demonstrates 
that this includes antisocial behaviour and incivility 
alongside more major crimes.

02. Traditional survey methods have focused upon 
obtaining a random survey of public attitudes. The 

methodology underpinning SENSOR uses a purposive 
sample of ‘neighbourhood sentinels’, individuals with high 
knowledge of local neighbourhoods. This makes it both 
more effective and efficient to operate.

03. Because it is an intelligence tool, it is operated by 
police staff, rather than outsourcing the data capture 
work to a market research agency. As a result, the process 
also meets demands for increased police-community 
engagement.

As a community intelligence methodology, SENSOR 
provides a diagnostic of how in ‘high information 
environments’ people attend to some information whilst 
cognitively ‘screening out’ other data in the formation of 
perceptions, opinions and attitudes.

In the policing sector, SENSOR is coherent with, and 
directly relevant to, a number of current initiatives and 
programmes. Most notably:

• Neighbourhood Policing.

• Government focus on antisocial behaviour.

• Developing neighbourhood management agenda.

Development to Date
Following intensive academic research on the Signal 
Crimes Perspective, a paper version of the tool was 
tested and validated by 3 police forces, with superior 

results to other methods. A laptop-based version of the 
data collection package (known as i-NSI) was tested and 
validated and has now been used successfully by over 
twenty force/local authority partnerships around the 
country and internationally within the last 10 years. The 
software has now been completely rewritten for a touch 
based interface, for much quicker, more intuitive, and 
portable application, while also allowing real-time data 
download.

In most projects to date, clients have preferred to work 
with staff from UPSI to manage the data capture and 
analysis process. However, training programmes to 
train client analysts and a ‘train-the-trainer package’ to 
enable in-house training of interviewers have also been 
successfully run.

What are the benefits of SENSOR?
On the basis of the clients who have used SENSOR 
to date, a number of benefits of the process can be 
identified:

• Identifies the signal crimes and disorders that 
really matter to local communities thereby giving 
Neighbourhood Policing interventions enhanced 
impact;

• Identifies areas where local partner services should 
be targeted (e.g. council environmental services; 
traffic enforcement; fire prevention etc.);

• Establishes a community intelligence feed for force 
intelligence systems;

• Builds trust and confidence amongst key members of 
the public;

• Tests the integrity and robustness of Neighbourhood 
Policing processes from a citizen perspective;

• Introduces a new data stream of evaluative data on 
how local publics are judging the quality of police and 
partner services;

• Improves the community engagement skills of front-
line officers.

60 Second Briefing
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Behavioural 
Crime 
Prevention:

This study developed new evidence and 
insights about what works in crime prevention 
communications to persuade people to adopt 
new security behaviours to better protect 
themselves from crime risks. Current crime 
prevention communications typically use a ‘fear 
frame’ – trying to scare people into changing 
behaviour. This research identified effective 
techniques to change public behaviours without 
increasing levels of fear of crime.

The approach tested three models of 
behaviour change:

• ‘Nudges’ use established social 
psychological influence mechanisms to 
induce behavioural modifications;

• ‘Tugs’ involve compulsion or direction to 
alter conduct;

• ‘Teachable moments’ work by delivering a 
communication at a particular moment in 
time, often when the recipient is especially 
receptive to new information.

The research was organised around two main 
phases:

Phase 1

The first aim was to establish robust evidence about what 
features of crime prevention advice make it especially 
salient to the public and what they are most receptive to. 

Eight films were made focused upon different crime 
victimisation scenarios, based upon real-life events. 
Each film varied: who was providing the advice (the 
messenger); what behaviour change trigger was being 
invoked (the mechanism); and, the contents of the 
information conveyed (the message). 

For example, one film featured a police officer issuing a 
stern warning to local residents about a burglary problem 
and the need for them to lock their doors and windows. 
Another film, had a middle-aged man describing how he 
had been tricked out of life-savings by an online fraud 
and the emotional impact upon him.

The films were played to 1064 members of the public, 
with different groups seeing different combinations of 
the films. The audience members were then asked a 
series of questions about their cognitive, affective and 
potential behavioural responses to the films. By analysing 
their responses, it was possible to draw inferences 
about which messenger, mechanism and message 
combinations are especially influential and persuasive 
for getting members of the public to engage with crime 
prevention issues.

Phase 2

Findings from the film experiments were used to develop 
an innovative crime prevention campaign, based upon a 
cartoon cat giving key practical messages in a humorous 
and non-threatening way. Focused upon a problem in London 
with bike enabled mobile phone theft, the idea was to test 
the performance of the “CopCat” campaign when compared 
with a far more traditional set of messages prepared by the 
Metropolitan Police. Across two delivery sites both campaigns 
had posters placed in tube stations and short films delivered 
by social media.

• The CopCat campaign performed about the same as the 
Metropolitan Police’s one in terms of people noticing it, 
but it did not make viewers scared or angry.

• The more innovative communications used by each 
campaign – stencilling on stairs for CopCat and street 
graffiti for the Met – were particularly successful in 
raising public awareness and were a social media talking 
point.

Comparing the two  
campaigns we found

Key Findings from Phase 1 of 
the Research Included: 

01. The two most impactive films were based upon 
victims recounting their experiences of how the 
crime had happened to them, whilst emphasising 
the emotional impacts.

02. Two fairly traditional models of giving 
crime prevention advice did work for a sizeable 
proportion of the audience, but they also made 
a fair proportion of people feel scared and 
vulnerable, and others angry. Avoiding these 
negative ‘side effects’ is an important objective for 
effective crime prevention communication.

03. People who were angered by situations they 
saw in the films were less inclined to change their 
own behaviours to protect themselves from crime.

04. An unexpected finding from the films was the 
importance of ‘showing not telling’ people what you 
want them to do. Lots of crime prevention advice 
issues instructions, but when the behaviour was 
actually ‘modelled’, viewers were far more likely to 
take it on board.

05. Effective crime prevention communications 
make people feel both responsible and competent 
in respect of a given issue.

Lots of crime prevention communication is 
targeted at influencing potential offenders 
behaviours. The findings from this study look 
at how to modify the behaviours of people 
at risk of being a victim of crime. This is 
particularly important for some new types of 
crime. Prevention of these kinds of problems 
can  be leveraged by blending nudges, tugs 
and teachable moments. 

Behavioural Crime Prevention:  
Why Does It Matter?

This work was supported by ESRC Grant ES/L007223/1

The 
Messenger, 
Mechanism 
& Message 
ExperimentUsing Nudges, Tugs & 

Teachable Moments In Crime 
Prevention Communications

The 
#Copcat 
Field Trial
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Get in touch.

Crime and Security Research 
Institute, Cardiff University
Level 2, Friary House, Greyfriars Rd, 
Cardiff CF10 3AE

+44 (0) 2920 875440

crimeandsecurity@cardiff.ac.uk

@CrimeSecurityCU

Web: www.cardiff.ac.uk/crime-security
Workspace: www.crimeandsecurity.org

If you would prefer to receive a Welsh version of this document, we would encourage you 

to contact us at: crimeandsecurity@cardiff.ac.uk

Want to find out more?

Our briefing papers and reports are available for free download from: 
www.crimeandsecurity.org/publications

Some of our recent publications include:

A Disruptive Influence? “Prevent-ing” Problems and Countering Violent 
Extremism Policy in Practice
 
Policing and Public Health – Strategies for Collaboration
 
 
Ten “Rs” of Social Reaction: Using Social Media to Analyse the “Post-
event” Impacts of the Murder of Lee Rigby
 
‘Soft Facts’ and Community Mobilisation: The Role of Rumour After 
Major Crime Events
 
After Woolwich: analyzing open source communications to understand 
the interactive and multi-polar dynamics of the arc of conflict.
 
The effectiveness of an intervention to reduce alcohol-related violence 
in premises licensed for the sale and on-site and consumption of alco-
hol: a randomised controlled trial
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